US Department of Education
Student Financial Assistance
SFA Moderization Partner

Appendix C - SFA Logon/Access Survey Data

Single Sign-On Requirements Definition - Draft
Task Order #82
Deliverable #82.1.2

character 7)

On-Line (Processor_Code): 4 Numeric

Grant Financial
g rigination an g i - Appli i
it nd| atamarts - Gommon Origination and | National Student Loan Data Common Origination and Diect Loans Senvicing System Direct Loans Servicing System Direct Loans Gonsalidations | Consistent Answers | Datamarts Debt Management and | Federal Family Education | E-Application To | o 0 oner | Electronic Recoras | Frenee
Disbursement System Disbursement (eServicing) Collection System Participate Management
Payment System System
) CPS (Central Pracessing eServicing Initiative: Direct Loans Credit
R - A . FAP : i FAP ~Non- E i i A y R A
SFA - Single Sign-on caPs nancial partners| O3 (Ol onees cop NSLDS-F/ NSLDS Student PellRFMS DLOSFAPs. DLSS - Non-Student e e s DLCS - Non Student Consistent answers |, e8| Delinguent Loans cro omcs FEL EApp ED-Express EDNET ERM s
Data Colleciion Siais
View SAR data, Check
Request payments batch status, Make RAD
and access o : Common Origination and Pel rigiations & DL originations and Gustomer Call Center Federal Family Education Communications of | ED Internal ide Financial
General e ruets, Rt e p Reporting and the servies | Reportng and oher senices | O TINANNSA - orainatons o Direct Loan payments, senvicing User: Direct Loan Servicing (eSenvcing) | Direct Loan Consolidations: oo il Communicatons of | ED Internal wid Submissions |, SO
payment data i
PT contact Sandra Fowler | Mike Bruce Robert Laurence Colleen Kennedy Sandra Fower Sandra Fowler Colleen Kennedy Colleen Kennedy Robert Laurence Robert Laurence Robert Laurence ColleenKennedy | Mike Bruce Mike Bruce Mike Bruce Robert Laurence Robert Laurence Colleen Kennedy Mike Bruce Mike Bruce Michele Sehvage
Business Process Grants Direct & Pel loan origination Pell origiations & Direct loan origination Direct Loan consolidations | Call centerlcusiomers
Management and disbursement disbursements.
Business Owner Jeck ann. John Reeves Jenifer Douglas Kay Jacks 202-377-4286 Kay Jacks 202-377-4286 | Kay Jacks 202-377-4286 Kay Jacks 202377 | genniter Douglas | Jonnifer Douglas Jim Lynch Jennifer Douglas. Jennifer Douglas. Kay Jacks, Kay Jacks Kay Jacks Jim Lynch
Garny Harris 202- | Anna Allen, 207) - g g y y ; y Ray Jacks 202377~ David Pappone 202 | Gary Hopkins, 203377 - Cheryl Queen, 202 | Paul Stonner, (202)
ystem Owner Y e 2 nlen, Kay Jacks 202-377-4286. Kay Jacks 202-377-4286 | Kay Jacks 202-377-4286 Jennifer Douglas (202) 377-3201 Dan Hayward (202) 377-3207 Denise Leifeste, (202) 377-3203 o pappene o Anna Allen 202-377-3312 Y Queen, Stoner
Tony Wood 202 | Anna Allen, 202- | Jeanne Saunders, (202) Lynn Alexander, (202) 377- Rosemary Beavers, (202) . Scott Smith, 202- | Scott Smith, 202- | David Pappone 202- Rana O'Brien 202-377- Shirley Singleton,
system Manager (SM) Y oos 2 2 Allen. 2 Saunder Sandy Whitmire 202-377-3136 oo Barbara Cobbs, 202-377-3555 | Karen Sefton, (202) 377-3111 o Beaver Dan Hayward (202) 377-3207 Dan Hayward, (202) 377-3207 Denise Leffeste, (202) 377-3293 None S S | appone 202 |grian Sullvan 202-377-3254| Anna Allen 202.377-3312 e Len Matheny i Al
Roger Goodson | Wille Sutton 202- | Yvonne Somervile, 202- 77 - ’ Theresa Vaughan, 202-37- | Donnell Dorsey, 202-377- ’ . y Michaelyn Mildantri | Schonda Piper, | Schonda Piper, | Russel Young, 202- - - Ada Ruth Melntyre,
system Security offcer (5S0) P Sy aene gl Ells Willams, 202-377-3048 | Barbara Cobbs, 202-377-3555 | Lynn Alexander, (202) 377-3546 e ooy Schonda Piper (202) 377-3275 Schonda Piper, 202-377-3275 Yvette Payne, (202) 377-3295 T e et | Sonca e oo, David Yang 202-377-3256 | David Yang 202-377-3256 pauete Jones | “45 5 Moo
Identification and Authentication
. . " Employees - TBD; TN
Username GAPSUserid | EDNetuserip | SSIV* Firsttwo letiers of 0D Login NSLDS Userid SSN + Firsttwo letiers oflast o) 15, 7 (ivwaN) Number|  DLO Login ID DLSS Login DLSS Usemame DLCS login 1D OR SSNSMIrStt0 | gy jerys . SSN (under| EDNetuseriD | EDNetuseriD |  EDNetuserlD | DMCSIFFELUsemame | DMCSIFFEL Usemame | (taxpayer identiication ERM Usemame | FMS Usermame
Iast name + Date of birth name + Date of it leter FN+DOB by ey
. o T6M (Systern level): 3 Alphanumenc
Minimum length 1 2 s numerics 2alphanumeric+8numeri 06,7617 18M (Application Level PARS): 4 Alphanumeric 1 character 5 9 2 2 2 3 3 OPEID -8 digis; TIN none Nominimum length
OpenMVS (System level): 3 Alphanumeric s configurable
numeric <
On-Line (Processor Code): 4 Numeric
TBM (Systern level): 8 Alphanumeric
Maximum length uniimited (256 256 9 s unlimited (256 character) 19 D5, T6:7 1BM (Application Level FARS): 4 Alphanumeric No limit s 9 256 256 256 7 7 na. 20 characters | NO maximum fength
OpenMVS (System level): (?) configurable

Syntax rules.

Convention;

Two Letter Office
principle office

ode + first iniial
of first name +last
name

First two letters of FN + First
four letters of LN + Last two
numbers of school OPEID

Must not be empty, 9
characters long

Must not be empty, 9 characters
long

1D: Only digits, TG: TGI56}+4
digits

3logon attempts until
lockout

1BM (System level): Alphanumeric
1BM (Application Level FARS): Alphanumeric
OpenMVS (System level): Alphanumeric
On-Line (Processor Code): Numeric

Must not be blank

alphanumeric, first letter of first
name, up to 5 letters of last name
and 2 numeric characters

o be determined

Two Letter Office
Code  first iniial
of first name +last
name

Two Letter Office

Code  first iniial

of first name +last
name

Two Letter Office Code
+firstnitial of first
name +last name

Must ot be blank, No
special characlers

st not be blank, No
special characlers

OPE ID never changes}
for an institution; TIN
may change. PEPS

stores prior TiNs

20 upper o lowercase
characters except the
following:

NIRRT PN
A user name cannot
consist solely of

First name initial +
last name, Some still
have "ED" in front.

DRAFT
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lastname
perois s
FP Datamart Employees - TBD: CM Datamart | Del Loan Datamart CFO Datamart
Password/PIN/other GAPS Password Password SFA-PIN COD Password NSLDS Password SFA-PIN RFMS Password DLOS Password DLSS Password DLSS Password DLCS Password OR SFA PIN Stuﬂsnt'se'\;l:l':\: (under ‘Password Password Password DMCS/FFEL Password DMCS/FFEL Password None ERM Password FMS Password
1BM (System Level): 30 days 30 days (Some still
Password MUstbe | ¢, 16 afier 6 months of 1BM (Applications Level FARS): 30 days Siebel (i.e. Oracle) Passwords do not " Password must be | Password must be | Password must be rest 60 or 90 days). I
Lifetime 90 days. rest for initial use; inactivity; else valid 60-days, users sent message to| 120 days Expire after 6 months of inactivity; | - 90-day reauthenticate with OpenvMS. jays ‘expire; NT Password will expire every 30 30 days Lifetime of user, does | rest for initial use; | rest for initial use; for initial use; Expires after 6 month of Expires after 6 month of na. Never Expires user is inactive for 30/
ereaner s o : i esor pobhtiirhiid I spivivete : s 7 | e, 50 v, o 50| et vy ey ey
e iy SR N e amsered o ALY Pt it e AN
Vs LAN (RSSC): 30 days Vs Vs Vs locked.
T Ean e s Apamere
IBM (Application Level FARS): 5 Alphanumeric
m—— s f— . . “ . i Gopleston vl FARS) 5 Aptanuer . . “ Lo | Lowecer | tchaaser s s na s E—
On-Line (Processor_Code): 6 Numeric
o S ey S Akt
Maximum length 15 none defined 6 8 19 6 15 1BM (Application Level FARS): 5 Alphanumeric No limit 8 6 none defined none defined none defined 8 8 na 14 Not configurable
Cpai (Sptem e ) Atananars
On-Line (Processor_Code):(?) Numeric
asovord st ot b i,
ot
IBM (System level): Alphanumeric, no double characters must be differen than last 3 ones, 14 upper or lowercase|
oo ke o et o
o ot v EARS) 5 Appaamene it
Must contain; upper| May not be blank, OpenMVS (System level): (?) Alphanumeric SFA PIN used for Application May not be blank, | May not be blank, May not be blank, Tollowing
case, lower case, 1| alphanumeric |Must not be blank, must be| 6 alpha characters and 2 (e st o Status Look-Up and e-signature of alphanumeric alphanumeric v g Must be not blank, No Must be not blank, No . 0
— SoredimRACE | Mustnot b bk, muscbe digis | 416 phanumer omine (ocemn Co0e. (Mo F—— et ke na [P R
numeric and 1 | characters, spaces | digits numeric characters Inthe event that a user attempts 1o log In three consecutive C Promissory Notes on the LC characters, spaces | characters, spaces | characters, spaces Of special characters special characters Auser name cannot
special character oK Pt 9 Web Application; PIN does not oK oK - SP:
oo an e pasowe, i e o sy peediopriog
automatically revoked. expire. however,if you have periods and spaces
oaesianen BN oy
o P can b e
Yo Passnrd Fouso e ; anno s prvius [PT—
Preious pasords sred s Noenfoced o Yoo Pasi3 o Yeshetas2 bancrds penS VR, cannos e oo pesowids "o Yeslasi Biorlossanen” | Novenoced | Notenfoced | okenforced Yes Yes oeps sres o i " "o
for up to 1 year entity is created
Pell - SQL Server 6.5 User file with one-way (Hash)
Database for encryption, secured by CA- Consistent Answer
Sysemerecstentas | ggepg | MeoSmED | ouonge | oudedsmseasys | RACEREGZmNSLDS seaisie [ " Siobel . Oracie) and T Semer | e TG Secuty | sor S oracy, | eSS pse pse wncr wncr Jp— S rencl
> i " [RACF 2.4 VSAM repository for| Subsystem. Unix Password file not [ SFA PIN database > i > i > i el
o Saims
Torgn T
iGeneral PIN not retrievable: PIN not retrievable: is limited by field
et
No, SFA user have No, SFA user have Maybe, Trainer ids
‘separate user Ids, separate user Ids, available to allow
Guest accounts. No Cendor ute No No No No No No No No No No No GALender use group Yes Yes demo of the site, but No No
e s st
group Ids. Ids
access real data
[Pp—
T — Plans v 0 oo cuent AFSA T Orsde sl
Yes, after 60 Administrator (global) or School o ‘administration policies for NT account - . Yes, after 60 Yes, after 60 Yes, after 15-30 minutes | Yes, after 15-30 minutes [PEPS to grant access. Yes, when
Disatl when acive es s ||| Yesatersmann | e | A beloreaccnn Yes.ater s mont ters0das Yes.ater 22 monivs of acivy ey Sent 16 o oo Yes.ater 3 oy 1) el s || es.ater sominses | "SI | Y Soctonimeonans | Voo emovesunen aomiasaoitea| 16530005
manually by the administrator. PEPS updates this file
oo ol
awnooe
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i

Order #82
Deliverable #82.1.2

Grant
[Administration and

Datamarts

SFA-PIN

Common Origination and
Disbursement

National Student Loan Data
System

Common Origination and

Direct Loans Servicing System

NT default encryption

Financial
i - Appi i
Direct Loans Servicing System Direct Loans Consolidations | Consistent Answers. Datamarts Debt Management and | Federal Family Education | - E-Application To ED-Express EDNET Electronic Records | )2 oement
Disbursement (eSenvicing) Colection System Participate ent
Payment System System
" CPS (Central Processing eServicing Initiative: Direct Loans Credit
- - e r FAP : i FAP: Non- E i i E ¥ ® A
SFA - Single Sign-on GAPS inancial Partners| g (0T Curents cop NSLDS-F NSLDS-Student Pell/RFMS DLOS-FAPS DLSS - Non-Student Senvicing System DLCS - Non Student Consistent Answers | Gl | Delinauent Loans cFo owmes FEL E-App ED-Express EDNET ERM MS
Credentals e, Gata eloments) used for
logon
NT serld Username (Fist
Credential data clements Username + | EDNet user ID and Username + Password Username and Password Username, PIN (Username | User ID and password (and Userid, Password NT Pass Usermame, Password, SFA PIN EDNet user D and | EDNet user IDand | EDNetuser Dand | i 5 ang password | User 1D and password OPEID+TIN UserlD provided to | 25Tt (1S
Password password valdated in RACF consists of SN, DOB, LN) TG for schooi) Phone Id swich Logon) password password password A,
Siebel User Id N
Siebel Password
DLSS Processor Code
Mutiple, to keep DBA functions separate from normal Single (Multiple
ipl .
Single or multiple logons fo Single Single Single one Single Single PellID and TIVWAN ID have programmer support trouble shooting Production Applications| Multiple logins for a user Single Single Single Single Single Single Single Single Single Roles for 1 UserlD
one user many-to-many relationship
problems. possible)
Same access credentials Customer Senvice Representatives
for all. Valid user roles - SFA Staff to be determined; ‘One users can be
Diferet credentalsfor user No No No No TIVWAN regitation provides No ves are: AFAO, CAFAO, Development rogrammers No ves based on Sibel No No No ves ves No, Schools nly assigned muliple No
¥ CAM, CSR, SFAQ, TPS, - Production Control capability groups
Dept User, Super User ystems Analyst
Passwords encrypted in RACF,
. SSL 128-bit for SSL 128-bit for
Encryption of credentials Yes Yes, two-way Yes, 2-way lo encryption server to Yes, two-way communications communications YYes, credentials are stored in an encrypted state. No YYes, one-way (Hash) 1-way Yes Yes Yes Yes Yes No
mainframe communication

Yes, One-way (Hash)|

Comments

No Audit trails

record user activity

SSL browser session, Logs to

Communications: interal via
EDNET; external via Internet;
128-bit SSL encryption on
Intemet, FAP web server
passes credentials to RACF for|
authentication

Communications: Pel -

4.1a, NT Secuity ;RFMS -
TCPIIP 2.4, CICS 4.1

NTISNA 4.0, CA-Combridge

Communications: HP

Unicenter TNG,

Event/Workioad Mgmt

2.1; Security: Unicenter
™G 2.1

TCP/IP; Middieware: CA

Other Login Considerations: - The USERID/Processor Code is
embedded into DLSS systems security and applications code
for better security and auditibilty.

Levels of Security: - VDC System Security (level 1) - Divided
into two components: Top Secret on the IBM mainframe; and,
the RCC OpenVMS VAX securty on the VAX system.
Application Security (level 2) — After a user successfully logs|
on through the VDC system security, the application systems
‘securiy (level 2) provides additional control over accesses to
the application. The application's security module mediates
sser identification and authentication.
Transaction Processing Extended Security System (Level 3)
— Provides control over individual user's access after the user
is authorized to a specific system screen provided through the
online security system's transaction access rules assignment
function. This extended security function limits the users
access to data related to a specific system screen function.

server, such that users cannot open
Oracle connections through another

groups include - Customer Service
Representatives, SFA Staff, Developmer
rogrammers, Production Control,
Systems Analyst

Oracle passwords are encrypted at the

development tool i.e. MS Access); User

Audit trail

Centralized user admi
atvoe

" No Auditrails

No Audit trails

No Audit trails

E-Appis a feeder
system with data
stored in PEPS,
Schools recertify once.
every 6 years.
Schools use eApp to
update their PEPS
formai ded

User Data

EDCAPS
enroliment
collection of user
data

FP Datamart
enroliment

collection of user
data

SFA self service PIN web.
site

COD enroliment collection of

SAIG online agreement
collection of user data.

Probationary NSLDS - LN, FN,

SFA self sevice PIN web site

SAIG online agreement
collection of user data

Direct Loan enroliment
collection of user data.

iministrators create accounts.

change, add or modify users.

manually. CSRs do not have access to

Direct Loan enroliment colection of

Siebel collection of
| _user databy voc
System Administrator
based on valid
enroliment form

©M Datamart
enroliment
collection of user
data

Del Loan Datamart

collection of user
data

CFO Datamart

user data

enroliment collection of|

DMCS enroliment collection;

DMCS enroliment collection;

Oracle Financials
enroliment collection
of user data

User data elements.

Letter, User information, scho

€OD User Data process - COD
ol

M, Business Address, Bus.
Telephone, Email Address,
SN, Mother's Maiden name,
DOB, ED Loan Status, RACF

SFAPIN - SSN, LN, FN, MI, DOB,

Name, SSN, Bidg, Room,
Phone, Requesting POC, Us:
Signatureldate, Supervisor

RFMS - LN, N, MI, Former

VDC Mid Range - Name,
last 4 SSN digits, Current
jserlD, Phone, Task

u
| description, S50,

FFEL Logon Request - LN,

Profile yin, Region, ED

FFEL Logon Request - LN,

Profile yin, Region, ED

Grou, Acton, Clearance | Group, Acton, Clearance Ugor D v creted
Profile Street Address, City, State, ZIP, Application Name (VDC, Submit Date, SSN, Submit Date, SSN, PEPS data/application VDC Mid Range;
VDC Mid Range SFAPIN ‘administrator sets up school | User NSLDS - Current NSLDS | email address, security pass- Name, Supervisor SFA), VDC System name, VbC Mid Range VDCMidRange | VDCMidRange | VDCMidRange | VDCMidRange | coyeciion Agency Code, | Collection Agency Code, by school addedtosystemby | ¢y pegistration
sonsrcine, o, €0 v Seamy
users; VDC Mid Range 1D, Current FFEL ID, LN, FN, phrase Clearance, UserIDs and Prod Level, Access Tyoe Collection Agency name, | Collection Agency name, Admin
i e o e, s : [ dosertiy oo ncr | Reasmamne, ghcr
recos e, Searny
Telephone, SSN, Mothers. Profiles/RACF Access Codes System Type, Comments. Classification, First Menu, | Classification, First Menu,
Wacen e, o0, Pl 5. i e S Temsacins | e Taaacsons
Operating Component Required/Access type Required/Access type
user account and System generated as No (Prod support
Username creation No, manually Yes Yes No, manually created Yes VDC determines username | PaSSWord management The Security Administrator assigns Usernames ‘The Security Administrator assigns No, manually created based on | Students - SFA-PIN Ves Ves Ves No, Sysadmin assignees | No, Sysadmin assignees [ +#517 CSOElet B Manual, generated by [ ¢ 0% SUR
P et O ra ey f s e i i o o
determination account)
application
=
System generates initia No No Yes, but changeable Yes Initial Password provided to Yes, but changeable No, user provides temp The Security Administrator assigns the initial password | SccUiy Administrator assigns the iniial No, assigned by SSO to be determined No No No Yes Yes TIN not system No No
Password user password password for Siebel; Yes for NT. generated
Voo e v
Usris toad o " o s
seris forced 1o change Yes Yes No, mall via USPS to Yes update processed manually No, mail via USPS to recipient Yes No for Siebel, Yes for NT. Yes Students - No, SF: Yes Yes Yes Yes Yes No. Yes Yes
it e Teoment o
et es
lUser Revocation
Removed as soon As requested, within minutes by 1 day from time of
Average time before removal as practical Immediate Immediately dm’\ms‘u Immediately <24H One day Immediately to be determined Immediate Immediate Immediate less than 72 hours. less than 72 hours. Within 24 hours notification to system Immediately
o security administrator
Tre Securty Adminstator o as o abity o emove s | Voo ey et aso s [T S
Manual o automated Manually Manual 2 Manual administration Manual from RACF 2 ‘Semi-automatically user from the system manually (i.e., when a compromise is o pts to log to be determined Manual Manual Manual Manual Manual Manual Manual Manually
anuay o aron oy o | g s ok s
compromise is suspected)
General
oo .10 5o e v
o S Adminator ser o and e are sedanne Apha 5400 oeps ang Orack
T—— ordopn | Ussrerti oo rac 0 nusse| 574 SN R acr PN DR s B s acr hotsad e ACS ol Come Comtr and o A | 04500 the ACS okl Computr | I sl Urx psswor e | Consienavers | UseProfle | User IO | e posta| VoG housesthom | VDG hosestem | Lsaer Pl sore TPy oomai | g0 pg
pository and credentials in TSYS Oracle on the VDC IBM mainframe (Due to be retired by June, 2002). g pository pository pository
s

mainframe (Due to be retired by June,
2002).

OPEID and TIN

Controller

DRAFT
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Single Sign-On Requirements Definition - Draft

sk Order #82
Deliverable #82.1.2

1BM: CICS timeout after 30 minutes of inactivy.
N: Timeout after 30 minutes of inactiy.

OpenVMS VAX terminals connected to ON-LINES: Timeout

15-30 minutes depending

15-30 minutes depending

Lack of activity times.
out browser user,

et el owamane nom Common Orignaton and | NationalStudent Loan Data Common Orginaton and ovectLoans Senving ystem Dt Lomns Servicing System | e | consston newers | bwanane et Managementand | Fodera amity Equeaton | EAgplcaion o | oo coner | SeetonicRecoras [ Frane
Droursement Systom Oroursement (eServiing) Collston System Paricpate Wanagement
Paymont Sysem system
SFA-Single Sign-on | oaPs |Financia pariners|F (Cenral rocessing cop NSLDS FAP NSLDS stugent relRFus oLos FPs DL N tudent b L oLcs-tonsusent | conssantanswors |, S oonquenttoms| <o ocs erel e E— coner erm s
vy user D s  password sssocited
At autenicates 8 usrs oty
vy sor D s pasevord sssoatec ittt | Th securty aminratr ssonsan
auhenicates s onty. The secunty admnutor | il passwors, The user s et o
o, usrcontacts Manususerdroaion, | ser can crange anine o, Py, Mot and 05 ot pesouond it sysem . i coer | e o e o st 0109 o, usrconacts | N, usercomacts | No,usrcontacts
Fasswrd adminisraon "o secuty ffial, ves password ese dabl: User | anualy enere o ves by Sy s | SOSOIIE S| anemtsio o s cosecut i i it | v cosac et an | YOS SIS0 S0 | e gt | S S, | et | ey ol o race race na o, mania No
esomaea o ollows SFA Conmanage ot ey e, o 601 st ek minen o ollows SFA. | o s SEA | Tollows SFA :
o oo "manage profle. ey Ract e eSOt 1 800951 hs Syl 5 1VOKED. ALt e, | nOrectpasowor, i Acces o o lolows SFA | who'olows SEA | olows SFA
the user must call the help desk. The help desk forward a [ system is revoked. At that time, the user
eker 0 syt socury adminsatr uho cals he. | st callh hlp desk. Th el cesk
Teuestorback 10 have o her pasevrd esen. | fors ket 0 e Syt sy
Samistator, who calls e st
bk 1o v s o et paseverd et
10000 rstuons Curent 515, e
erof vt vers 8000l Curnts, 2727083 e .00 FAP st st an1408 g s s ” At At o0, e 70 ” St oters? o s so00 so00 looon euors, oo | sSamemsis, e
- 4400 crogn) ek a1 0000

No, configurable:

imanagement

Oracle web server

Oracle WAS (Session DB)|  User cache in system

Mainframe: CICS

Oracle WAS (Session DB)

Timeout 20 minutes 60 minutes 30 minutes Timeout i inactive eb: 30 minute; Mainirame: 30 minutes 15 minutes set by IS after 20 minutes of inactivity on submenus and 20 minutes of No rules for timeout 7 o be determined 60 minutes 60 minutes 60 minutes No
CICS maintained, 10 minutes inactivity on main menu, which could be a maximum of 40 on user group on user group currently set at 60
minutes of inactiv minutes
OpenVMS VAX terminals connected for Development use
(2) session timeout.

No, Send button T:!Zl‘jl:‘l‘;’\‘:f: e
Logout button Close button Yes Yes Yes Yes Yes Yes Closing the application logs out the user Yes Yes Yes Yes Yes Other logout mechanisms | Other logout mechanisms [refreshes the web data) main header page of Yes

submission page

site

Mechanism for session » Oracle maintains session ” tobe determined | Oracle web server | Oracle web server | Oracle web server RACF RACF None s Oracle web server

No

No

Workstaions and Siebel appecations wih

(Concurrent Sessions Yes Yes
ihe same User ld. i available
Shut down 10 PM to 4| BAM-8pm EST, soon
260

Yes, Users may logon on (o mulipie NT.

No

3

o be determined

No

Yes

7AM-10PM EST

Yes

7AM-10PM EST

Yes

7AM-10PM EST

No

No

No, lockaut once one
user fom a sehool has

No

Yes up to the fimit of
concurrent licenses

AM CST for backups.

Yes

centers by Dedicated

Access limited by time Yes TAM-AOPM EST | No, 24X7 avalabilty No No, 24X7 availabilty
Limited to deployed deskiops of call
Access limited by location Yes, Ednet No No No No No No centers in Bakersfield, CA and Utica, NY ” No No No No No No No No No
(and o
Employees via SFA-o- VPN access for
Web or dedicated access Both Web and IVR Web access Web (Internet and EDNET) Web and IVR Web access Web access only » Dedicated Web the-lntemet. Cal Both Both Both Dedicated access Dedicated access Web WebHTTPS, SSL | Vo1 0ees ©

5. Environment

Operations TSYS, VDC

7268

S pearson Py
voo  [\Cspemsonepn voc, Tsvs voc voc voc voc voc voc voc RSP senvce
Data Center Location |Application VDC; NCS-Pearson vDC vDC ACS - Rockville; and VDC ACS - Rockville; and VDC vDC vDC
Hardware platform Compagq Proliant | Intel, HP, Sun SFA-PIN: HP CPS HP, Sun, MQSeries. Web: Compag 1850R; Data: Pell- Compaq 1850R; RFMS HP-9000 T600 Alpha 84005 / 1BM Mainframe HP-UX Database server HP-9000 Wintel (ibd, HP-UX | ot 1ip sun Intel, HP, Sun Intel, HP, Sun 1BM 9276-R35. 1BM 3390-3 PEPS/EAPP Compag HP CompagDL3go | P V-classandL-
MQSeries 1BM 9672 mainframe 1BM mainframe Oracle 8.x database class servers
Windows NT 4.0
o 26, 1P U SFAPIN:HP-UUIXNSLDS ol 2.6, HP U | Solars 2.6, 4P Ux | S 26, HP U Sener sp6awih
; e - -NTa o 1. : : : [
Operating System NT 4.0 11.0, NT4.0, Oracle SEAPIN: HP-UX/Unix HP-UX, Sun Solaris Data: OS 2002.6; Web: MS 0S/390 2.8, MS NT 4.0 server, [Pell- NT 4.0; RFMS - 05350, HP-UX 10.20 Open VMS / OS/390 MVS/ESA HP-UX 11, NT4.0, Win2000 HP-UX WmZODD [S lebe), 11.0, NT4.0, Oracle|11.0, NT4.0, Oracle| 11.0, NT4.0, Oracle 0s 390 1BM CMOS 88 NT 4.0 HP-UX plans for future UX 11, Oracle
Che; 081380, 082 5.1 a0 e rabace) Fnanias
oie lov a2 51 oie oie oie e o Windous
2000 Srver
- Alare SRUN spicon
Aopicaton Server Wrao | WTaospea | srapn:wesspere st IBM CR 41| SFAPIN:Websshere lam cics 2] o1 VT 40 REMS.- 05390 | LGl S Compaa Appicaton servers » wnaooo sebe) | NT40Sea | NT40sPea |  Nr4ospea A optkacote 22 | SO HELLL
7
Oracte
SFAPIN 11 HITP server el -NT 4011, CArcaotGen| HP.9000 K570, HP.UX To0.-wirzo00wis
Web seer 1540 P oM T s 1540 oM HTTP sener T A0S, CAConiGen| HP4U0KSTO, HE-UX 15 Compaq roant servers va Top_wezoonwis |y 4 1540 1540 A Macsanisso | venhopicsin
interfaces
traces i NSLOS e for oace
lystoms i :
uemal systoms wikeng. "o ) one M RAcF 22 el RFVS, RACF 24 DL vi processorcoce » ) No "o "o Listonr il an v No No
crsmAN.oc Sehool Adress
6. Customer Care
i by SFA, T 1 Suppor Fegera ol Grant ot 1. ACS ard AESA's suppont organzston . . Caso wanagement
— Gockps | wodpamer | Pic(NCSPearson) | by AFSANagra Fale PIC(ICS Penson) | 8004PGRANT o1 -400.474 | DLOS Wil Hlp sl ACSIAFSA (Utca, NY and Bakerstld, ) | Rookle MD, U W and sarsied | DLCs Hopoes || ConSSEnAT | oy b | yogpamer | woapamer |V 1 Rayeon Lovel2 | Lover 1 Rayveon,Leve 2 |1 DS UTENTG Mo parnr, csc
Sysem adminsaor

IPercentage of calls related to
laccess problems

Operations

DRAFT

30,000 expected calls per
month; 20927 for login/access
estions.

na, - future systems

Page 3

Volume of calls is low

On average 20%
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Appendix C - SFA Logon/Access Survey Data

Single Sign-On Requirements Definition - Draft
Task Order #82
Deliverable #82.1.2

Grant Financial
Common Origination and | National Student Loan Data Common Origination and Direct Loans Servicing System Debt Management and | Federal Family Education | E-Application To Electronic Records
Administration and|  Datamarts SFAPIN o o Direct Loans Servicing System St Direct Loans Consolidations | Consistent Answers | Datamarts o v i ED-Express EDNET Management
Disbursement Disbursement (eservicing) Collection System Participate Management
Payment System System
CPS (Central Processing eServicing Initiative: Direct Loans redit
- - GAPS Financial Partners cop NSLDS-FAP NSLDS-Student PellRFMS DLOSFAPs DLSS - Non-Student DLCS - Non Student Consistent Answers Delinquent Loans cFo omes FFEL EA ED-Express EDNET ERM FMs
SFA - Single Sign-on System) - Students Servicing System Management A PP s
(Costs to operate/administer
laccess control processes ” » Costs unknown
and operations
Enroliment
Helpdesk
Development
Maintenance
MicroStrategy PEPS and Oracle
inistrati icati i rd on| i main e .
Administrative authentication datamart; Oracle | Username, Password COD database RACF SFAPIN U;: ;;’x;:ssw“ don|  pei- REMS, RACF 2.4 Username and password matching Username and password matching Username, Password matching | Siebel iPlanet directory| datamart; Oracle | datamart; Oracle | —datamart; Oracle RACF RACF Listener File to validate| w "“:’:CEVT““" al FMS:Q:‘E User
DBMS DBMS DBMS DBMS PEID and TIN v postory
Legal
Retrieval mode Business processes related to Borrower Retrieval mode | Retrieval mode [oo Information collected
access to data for Services & Loan Counseling call access to data for | access to data for
pProcess grant rmance represenats  Siebel roenorsiniiics e e to data for Maintenance of otstanding| through this website is
transactions for the o " rformance | financial debt includes but stored in PEPS and is
Transactions provided by system evaluation, risk ” » e tied to logon and previously mentioned| ” evaluation, isk | evaluation, risk
Department of evaluation, risk | not limited to management, avaiable to OIG, OMB,
Ecation | assessment, and user groups (i.¢. CSR, Supervisory CSR, assessment. and | assessment,and | o8 SOR TR (M0 e '0GC users given
ograr etc). Update to Borrower Accounts in the rograr rogr: g
program compliance access to PEPS
compliance S system. compliance compliance
Legal actions and liabilties Not aware of an 7 No 7 7 7 7 7 Yes
In addition to Key card access to buiding
locations, LAN Ids and Application lds and
Logonis logged Provide PIN before passwords authenticate users. Processor|
|sateguards to authenticate users | %9 99 Manual No e-sign. Provide PIN before submission » code on DLSS s used to account for user ” Manual Manual Manual 2
and monitored submission
action. Processor Code is stored in
contact and transaction history for CSR
accountabilty.
Use of and protections for Privacy No Private Act data. Contains | Privacy Act and Confidential Yes, Privacy Act and Yes, Privacy Act and Confidential and Confidential and | Confidential and
nct and confidntialisentitve daia Yes Yes Yes ol D e Yes Private and confidential | Private and confidential Privacy Act and Confidential Data Privacy Act and Confidential Data Private and confidential Privacy data Yes Yes Yes el el Propetary data Propretay daa | ropretary cata
Decmeber 28, 2002)
T MA MA MA MA MA MA MA MA MA GSS
Mission Citicar Ciitical Crtical Crtical Crtical Ciitical Crtical Ciitical Ciitical Crtical Critical Critical
information Sensitiviein
I d [ C C C L C L L C L H
| T H L M M ™M M L L [ [ H
[ Availability H L M M [ L [ [ L L H

DRAFT
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Appendix C - SFA Logon/Access Survey Data

Single Sign-On Requirements Definito
Task Order #82
Deliverable #82.1.2

Perform - Performance

Perform - Performance

Information for Postsecondary
s o [ ,
Human Resources Fnancia g |, tutonal | uliple Data Entey SystomiCentral Pocessing | gsman system | Ecucatona partipants | EDPUBS | stdentsgoy | SUSCTLAG memet seapn poras Viual st Conter | Fuure Systems | Single Sgn-on
Professionals System d
Nersourcea Nersourcea
Guaranteed Agency | Applcations Aeplcaions: oCB (eCampussed | DLCS Oirct Loan | DLSS (Drect Loans A Access on inancial parters e
SFA - Single Sign-on 799 Financial Report | Jameracker Platform, | Jameracker Platform, IFAP 1AM MDE/CPS non-student octs PEPS SAIG / TIVWAN P FAFSA on the web Schools Portal Students Portal voc
ancial Rport. | Jamracke Palfr. | Janeracker afor sysemy Cansaldaion Sysem) | Senving Systom) pora reports and fnanca
@9, x)‘ (30) " statements
Data Collection Status Planned

Wangoment | senera o or o s iy, Replacementfor Tite v | Alows users o submi user Dorly
Pamed adéonto | Plamed addonto |  Sa-Leaming | seba-Leaming | SIS ILCT | Datafor compliance e, v, audt & | Former Pubication AN Alows FISAP informaton, Borrower: DiectLoan cusmion Singe sgnon o SFA
General Management System | Management System for Aid L roview, co P Direct Loan 9| Under deveiopment | Under development | System infrastructure business applcations
FMs FMs specific o FAPs & default rate data about Ordering Servicing (eSenvicing) Portal
Single sign-on exists | Single sign-on exists Administration information electronically | aceount data. and view by enabled users
‘ ‘ other users Schools, Lenders, homepage. Not
o with EDICPS, reports.
Guaranors required
Jameracker platform. | Jameracker platform.
Contacts
Sandra Fowier
Deb Shees, 319.330-
o conac il Savage | MiloSohage | i e Miooncs | Cotoonkomedy | Mo o Lasr SN— pameiass | cotoonamesy | ensater | oS | Cotommiomosy | movontawems | obeniaweme | obeniawence | Rovoniaens [coloonkemeey| pameiads | obextawence | "TIOMSGay e St
NCS Pearson
Data exchange for DLIDL
delinquancy reports, CPS
School Case/Aid
Business Process 789 Submissions | LEAP and SLEEP Elgibity student application in0, | ¢ Based Programs User Portal User Portal User Portal User Access Security
(plannec) Loans (planned) oy PEl/RFMS payment and
o reporting data, FISAP
submital, NSLDS fles
Business Owner Jim Lynch Jim Lynch Calvin Thomas 202- | Calvin Thomas 202 | ay Jacks Kay Jacks, Jennifer Douglas Kay Jacks, Kay Jacks 202-377-4286 | Kay Jacks 202-377-4286 Jenifer Douglas Kay dacke 22 | aohnReeves | Jemnifer Douglas Steve Hawald
Paul Sionner, (202) | Paul Stonner, (202) | Caiin Thomas 202 | Caivin Thomas 202 | Lioyd Nicholson, | Joh Hil, (202) 377- y . y Wilon Thomas (202) 377 [Denise Lefiesie, (202) 377-| Dan Hayward (202) 377] Jeanne Saunders, (202) Wiary K. Muncie 202-
System Owner 377-3494 377-3494 3773011 3773011 202377-4336 4377 Jeanne Saundars (202) 377-3246 [Debra Wiy, (202) 377-3800 SFA 3182 3203 3207 3773206 377.3202
< ystem Manager (s Shirley Singleton, | Shirley Singleton, | Scott Bane (703) 947- | Scott Bone (703) 947- | Colleen Kennedy, | John Hil, (202) 377-|  Nancy Reynolds (202) 377-3245 (CPS) Corwin Jennings 202-377- | Rana O'Brian, 202-377- Lynda Folwik, | N> BeSOn ACCEIIE | pichard Coppage, (202) [Denise Leifeste, (202) 377 Dan Hayward. (202) 377 Jeanne Saunders, (202) Kermots G02) Mary K. Muncie 202- | Keith Wilson, (202)
ytem Manay omyorr et | (203 377 sest o o (oo a174118 st e Carmona (202) 3179584 (108) o ists Sonarrana | ModFarner S ST 5 o1 713046 medy. Srr508 a71-3851
ystom Securiy offcer (s50) | A2 Ruth Melntyre, | Ada Ruth Mclnyre, | John . Olumoya 202- | dohn O. Olumoya 202- | Lioyd Nicholson, | John il (202) 377- ‘wonne Somenile (202)377.3247 Corvin Jennings 202-377- | Nita Washingion, 202-708- Lynda Folwick, | Tawanda Hampion, 202- [Miton Thomas (202) 377-| Yvette Payne, (202) 377- [Schonda Piper, 202-377)  Yvonne Somenville Lioyd Nicholson, Yvonne Sommenvill |Jim Cunningham, 202-
" (2023773318 | (202)377-3318 3773534 3773534 (202) 377-4336 4377 3201 6566 202:377-3514 377.3575 3182 3205 3215 (acting), 202-377-3247 (202) 377-4336 202.377-3202 a77.3577
dentification and Authent
P Portal
Office Student Portal
SAIG Userid (TG number), N SSN + Firsttwo ltters [ oo, SSN + First two Username, only
Username FMSUsename | FMS Usemame | Jamcracker Userid | Jamcracker Userid | IFAP Userame | IAM Username PS UserlD OCTS Usemame PEPS Userame (Citix | - Postsecondar None 8, Mothers | SSN: First o ettes of || SSN + First two leters of | 1y name 1 e of |SSN * FIrsttwo leters off yigrg o agq name | SOOI POMal | 5o 1g aggess —[Usermame, only used
Education D . DOB, ot last name, Date of Bith | last name + Dae of birth o lastname + Date of bt 12118 28 aME | Zyyop g | used to access 0 access
(OPEID) P personalization page
(si6lor 7+ four digits) + 9 9 9 9 9 9
Minimur fengin No i ergn | No i engn . . sonar 2 6 phanumer . . s na | mmerkrmmanesi A . .
configurable configurable 10 12 alphanumeric Snumeric numeric +8numeric +enumeric eric+numeric:
Maximum length No maximum length | No maximun length 2 2 8 char 256 8 character 2 s s na 3 9 9 9 9 9 8 characters 9 9
configurable configurable
Firstltter of frst
jark, n
Aphanumeric (o | Alphanumeric (no | S°TS, SYstem TG number - 5.6.0r 7 name + (up to) | MUSt ot be blank, | Must not be blank,
Generated - First must be betvieen 6- [ must be between 6-9
Firstname intial + | First name intal + | spaces butyou can | spaces but you can . NCS Pearson user Ids consistof a 3- or - leter 2 Leter Offce Code (e.9., folowed by 5 number; si etters of last
Syntax rules last name, Some st last name, Some stil| have a period or have a period or | LT FrstName +| First inal o First | joprimen abbreviaton folowedt b 3 or 4 digits, | Firstletter of FN + LN | EN, EI, OC) + First lettr o Numeric na SSN 9 numbers; Dop | MUStIOtbe empy. 9 Mustnotbe emply, | Must ot be empty. 9 | Must not be empty. 9| Must not be empy, | g, pymper S APhanumeric | alphanumeric
s, e, First char Last | Name + Last Name ) \El d characters long characters long characters long characterslong | 9 characters long characters long, | characters long,
have "EC* infront. | have "ED*infront. | underscore nthe | underscore in the. usuially an employee number. Must not be biank. N+ LN mmddyyyy format; Name (assigned ¢ v
username) username) Name + Numoer: alphanumeric incrementally for | Ceck for pofane. | - check for profane
‘Admin -no ule words words
matching strings)
Fassword (Alows for | Password (Allows for School Poral
PeP: - A
Password/PIN/other FMS Password | FMS Password | smart card, biometric, | smart card, biometric, | IFAP Password | 1AM Password CPs Password OCTS Password EPS Password (Citix Na None SAIG EDCOMECt | e piN and TG number SEAPIN SEAPIN SFAPIN SFAPIN | Password, user |FP Portal Password|  Student Portal
o o Password) password word o Password
30 days (Some SHll | 30 days (Some st o E—— —
000120 gy 1 | 00 0 ey CoEuale e, 15 Contiurtl e, oL, bt il g ater 80 dysof naciviy For Gt sers 0 120 daye e o | E¥pve o S monins f | Expieater s monto | e atr 6 mnin | Expie atr s o | Expheater e n—
Lietime user is inactive for 30| user s inacive for 30| 5 30 98V, 45 days,days, S0 days, 45 days.| o Forever, no imit Must be changed every 30 days. Lietime days: For direct access Na na s loain | naciiviy: else vaiid inaciviy: else valid | inactviy;else valid | inactiviy;else valid | months of inacivy: | never expires ot inactiviy: else valie
60 days, 3 mo, 6 o, 1|60 days, 3 mo, 6 mo, 1 requires change else valid
days, accountis | days, accountis users no limit indefiniely indefinitely indefiniely indefintely [else valid indefinitey efiniely
ar ar indefinitely
locked. locked.
Minimum fength Configurable, 5 |  Configurable, 5 6 6 5 8 5 6 any Na. na 7 4 4 4 4char 4 NiA 6 6
Maximum length Not configurable | Not configurable 16 16 s 8 s 6 fild imit (256) Na na s 6 6 6 6 char 6 16 characters 9 9
none; new password rules Must not be blank,
will be: 8 characters must be betieen 6| Must not be blark,
0 e Comats g v CIoS o T L chas et S | mutbebeweon 69
v three of the folowing (one alphanumeric | mixed alphanumeric
insitucted not o use words that may be offensive
Alphanumeric, at least | Alshanumeric, at least Systom generated: | or obscene: School personnel logging on via On- or mor uppércase keters, Case sensitive, no charactersand |~ characters and
d d Users & Admin, | contains alpha, d 6 characters; 3mustbe | one or more lowercase. / Must not be blank, must |Must not be biank, must be| Must not be blank, must| Must not be blank, must | Must not be blank, contain at least two | contain at least
Syntax ules. No No one etter and one | one letter and one: line SecureManager: Must ot be blark, Must be Na. na spaces; at least 3 different none
None numeric,coniol | "€ SecureManager: Must not be biank. Must b letters, one or more aleasts be digits digits be digits igits must be digits letters, at least one | leters, a least one
characters ged every 120 days, No spx J numerical it one or uppercase letter, no| uppercase leter, no
Passwords may be any word found n the
et et s more non-alpha Special characters | special characters or
d characters), cannot have orrepeating | repeating characters
that may be offensive or obscene
been used in the previous characters are are allowed
13 password cycles alloved
Ves. nce a contracior or ED employee’s CICS or
TSO passiword has expired, it may not be used
Previous passwords sored o o Yes, max 3 changes | Yes, max 3 changes o na again unil 12 other passwords have been used o o Na a No. security scalable and o o o o o o o o
ssion per session Edeannect32 users expired passwords may not be configurable
used again unii at east 20 other passwords have
been used.
Grace Database | _Oradie Daiabase
(credentials o login to | (credential to login to
s are | SabalPerform are IFAP Web Encrypted and stored on | o
System where credentials. | Oracle Financial | - Oracle Financial | 3 i Ooracie stored in Oracle) | Appiication Oracle | 1AM user database OCTS reposicory PEPS Oracle DBMS Na na clent software, Oracte. | SFA*PIN and TG number SFAPIN site SFAPIN site SFA-PIN site SFAPINsite | Oracle database | O'acle DB located | Oracle DB located at
are stored (Application table) | (Application table) Sites. atthe VOC the vDC
LDAP (credenials to | LDAP (credenialsto | database Server instance encrypted
login to Jamcracker are|jogin to Jamracker are
Stored in LDAP) stored in LDAP)
Tongth of password | Length of password
(General is mited by field | is imited by field PIN ot retrevable: PN ot retrievable | PIN ot retriovable | PIN notretrevable | PIN ot retrievable
lengt lengt
No, but most pages | No, but most pages
Guest accounts No No NiA NiA No No No No na No No No No No No NA accessible without | accessible without
authentcation | authenication
Manualy as
Manually by Manually by Yes, Manual as credential Yes, upon receipt
requested No accounts Aer 90 days of inactiity CICS/TSO userids " " " " ~ .
Disable when inactive Yes, 30 days Yes, 30 days adminstatoras | admimsratoras | o RO | N0 seeoue et o s ocity bass. compromised or user No na Yes Yes, after 6 month Yes, after 6 month Ves, aftermonth | Yes.after 6 month | Yes, afer 6 month | of undeliverable |  After 6 month | After 6 month
requested. requested. departs Ombudsman office mail
not administator
ORAFT Page 5
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Appendix C - SFA Logon/Access Survey Data

Single Sign-On Requirements Definito
Task

n - Draft

Order #82
Deliverable #82.1.2

Oracle Financials

Oracle Financials

d number of time
logged in

Request royted to
Systems Manager

D ADP Access
|Authorization, 1000 userids;

SAIG online agreement &

SFA self service PIN web.

SFA self service PIN

SFA self service PIN

SFA self service PIN|

Web self service,

forced to change

to change their
their password, password,

Automated Automated

information for Postsecondary
n Resour | ipl [
Human Resources Financial Aid Institutional | Multiple Data Entry System/Central Processing | - ¢y geman System | Educational Partcipants EDPUBS students.goy | SWIeNHA Internet SFAPIN Portals Virlual Data Center | Future Systems single Sign-on
Modernization Assessment Model Gateway
Professionals System
Guaranieed geney|  Appictons Aopicaions B
" g i n F - Fi t i
SFA - Single Sign-on 799 Financial Report | Jamcracker Platform, | Jameracker Platform, IFAP 1AM MDE/CPS non-student octs PEPS SAIG/Tivwan | SCB(eCampusbased | DLCS (DirectLoan | DLSS (Direct Loans |y o ypg ey | FAAACCSSS O | oy g1 poyyg | Financial Partners | gy genig portal voc submittal of audit
System) Gonsolidation System) |~ Servicing System) tine Portal reports and financial
(Forms 2000) | Perform.com, Saba | Perform.com, Saba e
(29.%) )
First name, last
Userame (First | Username (First [ oL sany name, user Usemame and SAIG Userid (TG PN, TG, SSN, Fist 2 Username, PIN Username, PIN Usemame, PIN | name, email Usemame,
Credental data cements | name ntial + Last | name Intia + Last | COTBanYname. A M, USE | o vaatea | USCTIAME Usera, Password Usermame, password | Usemname, Password na|Numben passwors Swe| PN TG SS it (Userame consissof | (Usemame cansists of |(Usemame consits| adares,user | S5 |semame, password
name), Password | name), Password P P against Oracle table| ™ Userid, SSN, DOB, MMN SSN, DOB, LN) SSN, DOB, LN) of SSN,DOB, LN) | selected
password
‘Gne Logon, per
Single (Mutiple | Single (Multple registration entry;
ol v
Single or muliple 10gOnS for | ¢ leg o 1 UserlD | Roles for 1 UseriD. single single Sellregistration one single single Single general; some users) na single single single single One PIN per user single Multple No No
one user may have multple logins
ssible) except for
Administrator
No, 3 database roles (Add,
Different credentals for user No No No No 2 Groups - Lisers No Groups: SFA Stalf, Contractor Staff, School Staff | 1°% USer 10w and | gy view) ang multiple na No No No No Students, Parents only No No A NiA
and Administrators System Administrator
application user classes
Yes, credentials are stored in an encrypted state
The Security Module 1is used in conjunction with
user authentication for encryption, decryptio
hashing, and pin generation. This file has 40/56/126-bit encryption; Yes, one-way for
Encryption of credentials  [Yes, One-way (Hash)|Yes, One-way (Hash)| SHA, LDAP and DB | SHA, LDAP and DB No comorated Vergion 5.0 of ROA BSAFE No No na Yes, one-way Yes, two-way Yes, two-way Yes, two-way One-way Yes, two-way asoword Yes, One way Yes, One way
Crypotographics libraries and SHA-1 to provide
secure encrypion, decryption, hashing and pin
‘generation routines.
ifa temporary ifa temporary
password is created| password s created
Iniial password that password will | - that password will
Sabarberform Sabarberform | change at first login SFA PIN used for Renewal Applications on the are expire within a few | expire within a few
Comments credenials are stored | credentialsare sored |40° S0 OON it password ||| SEA I USR of ERIEELARPIESTONS SR The a authontioated via VRU fays. Ifitis used to | days. I itis used to
in the Oracle DB in the Oracle DB : emailed to users . (ReadWrite/Submit) login then itwill | login then it will
logs last visited field systems administrator. during cal
(encrypted) (encrypted) immediately expire | immedately expire
an and the useris [and the user s forced

User Data entoliment collection | enrolment collecion | Jameracker Jameracker | IFAP Regisration | ang agministrator to ™ SYStem Administiator assigns userames and active ED users None SFA self senvice PIN web
provisioning provisioning oniine collects user data site no validation
of user data of user data add new external via Citrx web, site
userlemployee Oracle Roles ID/authorize
No, username entered | No, usemame entered
in Ul ul N. LN Email | oo syem VDC Mid Range: GA, T
VDC Mid Range; | VDC Mid Range: | usermame created | usemame created Insttion/ Contractors, SFA SAIF Oniine/Paper o
User data elements FMS Registraion | FMS Regisiration | through external user | through external user | Organization, City, | M"2G°r: no specific At employees, and Schools na ‘Application form SPAPIN SPAPIN SPAPIN SPAPIN SPAPIN ddress,
form password
filing out data fling outdata | State, FAP Group forms on web site
gathering form. gathering form.
Ves - configurable - | Yes - configurable - Usercan setinial [ oo
Option #1) system | Opion 1) system password and
No (Prod support | No (Prod support | generated, Opton #2) | generated, Opion #2) usemame. password and
Usemame creation o (Prod suppe e | O e | penore v | Users -Yes, see | Manual by System | The Cental Secuity Administratorin Technical | Usemames created by |y oinistator e ves ves ves ves Yes, uilize preexising ves ves oo |usemame. Forgotien
autom: above Administrator Support assigns user Ids. System Administzator items - SSN, DOB, LN passwords tigger an
accoun) accoun) selected by sclected by passwords trigger s g
agministrator for all | admiistator for il anemailwiha | - €malvitha
temporary password
temporary password
ar
Sysiem generates intal No No Yes Yes Yes - see above Yes System Adminisrator assigns the intial password | ©2ssword created by Created manually na ves Yes, but changeable | Yes, but changeable | Yes, butchangeable | Yes, but changeable | ves, but changeable No No No.
User sent Password by
User is forced to change No, mailed via USPS or | No, mailvia USPS fo | No, mailvia USPS o | No, mailvia USPS o | No, mailvia USPS
intal Password ves ves ves - see above No ves No emai; asked to change but na ves email t recipient ecipient ecipient recipient 1o recipent No No No
not required to
User Revocation na
Whenever an ED employee with access (o e
CPS no longer requires access 10 the system, ED
nolifes NCS Pearson via e-mail 0 revoke the
user's account. Within NCS Pearson, the Human
Resources Department has processes in place in
reatine. the event of a fullime employee's voluntary 2 minutes: Upon request
Average time before removal | Immediately Immediately by Adh Asrequested | No users removed  (termination or relocation. Shorty after the final exit| 2 minutes once revoked et na 24 hours Immediately Immediately Immediately Immediately Immediately | None removed | Immediately Immediately
y Adminisuator | by Administrator by administrator
interview, an e-mail lert identifying the departing
employee and the last date of work i sent fo
Technical Support and Adminisiaive Services. If
the employee termination is involuntary. these
departments are called immediately and an e-mail
will folow
Manual by system | Manual by system The Securiy Administrator also has the abityto | o
Manual or automated Manually Manually & & Manual by DBA | Manual removal | remove a user fom the system manually (.., e Manual na Auto » > > B > Manual Automated Automated
adminisuator adminisuator ‘Administrator
when a compromise is suspected).
General
No groups. Users
stored in 1AM PEPS Oracle DBMS: PIN DB (Oracle DB Students. Stored on an
scergroups, where stored Oracte 08 Oractepp | Oracle Database and | Oracte Database and | Oracke FAP | SO M| Users Groups and User Identies are housed in|Employee fle resident within| | FEPS 01806 DOV | e Partipaton database; | P\ B8 (3952 02 o1 0B (Oracle DB housed| PIN DB (Oracke DB | SIETES, S0ret 0 84 | pi 0 (Orack DB VA Nogroups No roups
database thevoC Siebel CRM application EDConnect on clent atvoe) housed at VDC) housed at VDC)
Adminisuator offine -pearson
deskiop
Page &
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Appendix C - SFA Logon/Access Survey Data

Single Sign-On Requirements Definition - Draft
sk Order #82
Deliverable #82.1.2

After 15 minutes of inactivity on TSO and 30
minutes on CICS, users will timeout.  In the

Yes if no key activity in 10

OSM 50 minutes, FTP.

registrations

30 minutes of

Information for Postsecondary
n Resour i ] ipl . (Central Processi i
Human Resources Financial Aid Institutional Multiple Data Entry System/Central Processing | o cman System | Educational Participants EDPUBS students.goy | Student Aid Internet SFA-PIN Portals Virtual Data Center | Future Systems Single Sign-on
Modernization Assessment Model Gateway
Professionals System
Guaranieed gency|  Appicatons Aopicaons B
' jrect Loan jrect Loan FAA A . Financial Partn it of aud
SFA - Single Sign-on €799 Financial Report | Jamcracker Platiorm, | Jamcracker Platform, AP M MDEICPS non-student octs PEPS SAIG I Tvway | SCB (eCompusibased | DLCS (irect Loan | DLSS (Difect Loans | ey o o yopy | FARACEESS O | ooy popig | Financial Pamners | g, genyg poreay voc submital of audt
System) Consolidation System) | Servicing System) iine vt reports and financial
(Forms 2000) | Perform.com, Saba. | Perform.com, Saba
f statements
@9
Partal. Password change
Users change Users change Manual by System completed in
password adminisuaton password oniine; | password onine; | Users can change Administrator. Monthly EdconmnectEasyaccess Self Serice on
lautomated No No system administrator | system administrator | Password online Creation yes Yes. RACF review of password holders. Manual na saoftware; Reset requires| Yes Yes Yes ves Yes web Yes, via Web Yes, via Web
can reset password | can reset password to remove invalid users helpdesk support. Online
Securiy Manager (OSM)
300 SFA Employees | As of Feb. 2002, there are 374 envolled users at 1000 userids; 800 actve ED) 97.274.003 nctuting |27.274.005 incluting oher | 27,274,083 inclcin 2400 [ 13197, however
INumber of enrolled users ? ? 12,000 + 12,000 + 5,000 in Case INCS Pearson of which, of which, 88 are temporary 7 users; 400 external via Citrix na. 24,000 o ' 9 o ' approx. 5 million including other SFA-| 4 ? ?
e e e other SFA-PIN stes SFAPIN sies other SFA-PIN stes tng other multple

30 minutes of

Timeout No, configurable | No, configurable 30 minutes 30 minutes None No event that a user atempts o log in 3 consecuive ey oot None No e 30 minutes 30 minutes 30 minutes 30 minutes 30 minutes No i e
times with an incorrect password, the access 1o v
the system is automatically revoked.
EDConnect and
EasyAccess disconnect
No, auto interrupt from
iLogout button Yes Yes Yes Yes Yes No Yes server application via a No No automatically, EbConnect Yes Yes Yes Yes Yes Yes No No
Do has Cancel button;
EasyAccess allow
command line cancel
WAS Oracle WAS Oracle session
[Mechanism for session Oracte web server | Oracie web senver | Closing browser Closing browser | Session closed by | 1 oo RACE Siebel application manager | Direct access none; Citrix a Portal and OSM Oracle WAS (Session (1,10 s (session Dy| O1acie WAS (Session | Oracle WAS (Session | Oracle WAS A session (1
management window of session | window of session | closing browser 56 web server applications 08) 08) () (Session D) v
s
|Concurrent Sessions Yes Yes Yes Yes na Yes No Yes Yes na Yes No No No No No Yes No No

certain users

see FMS

certain users

see FMS

staff may also use On-line SecureManager.
School users with CPS accounts authorized 1o go
into their ‘mailboxes” to browse applicant financial
data from the CPS log on and browse via On-line
‘SecureManager on the internet. The Edconnect32
software provides security for these schools.

EDConnect and
EasyAccess

server) Oracle session
database

|Access limited by time 8AM-8pm EST, soon  BAM-8pm EST, soon| - No, Help Desk | No, see note to right for| - No, Help Desk 24x7 No No No No No No, 24x7 availability No, 24X7 availability | No, 24X7 availability | No, 24X7 availability ~|No, 24X7 availability No No No
e s ol o) U T—
IWeb or dedicated access VPN access for VPN access for Web Web Web web subject to RACF controls. Authorized contractor | Web and Siebel client Web and Direct Web Manager, Secure FTP to Web Web and IVR Web and IVR WAS (web application | -\ g jyg Web FPs W‘”r““ the [ Students will use the

Interet

5. Environment

Interet

Oak Ridge National
Lab

Web - VDC; Direct Access -

INCS Pearson - PIN
database; VDC - Web

INCS Pearson - PIN
database; VDC - Web

S Pearson - PIN

INC: (CS Pearson - PIN
database; VOC - Web

N
database; VOC - Web

INCS Pearson - PIN
database; VDC -

authentication/authorization

hosting appiication
data

hosting appiication
data

ensure that the latest security patches are installed!
regularly, only required services and protocols are
installed, and Internet raffic to the servers is.
controlled by a firewall

address

addresses from
PEPS

CPS and FISAPICambus
Based

Federal Student Ald

SFA Customer

Data Center Location Jameracker voc voc ED Office voc voc Application: SAIG System |Application Application Application Web Application voc
sun, HP (database), SAIF Portal (mailbox) HP-| SFA-PIN: ntel, HP, Sun
database Oracle 8i; UX; OSM applicaion | eCB: E3500 Sun Sparc,
Hardware platform Sun Sparc Sun Sparc 2 servers are load Intel 1BM 9672-R74 Parallel Enterprise Server Compaq Proliant 1850R | HP; eApp on NT with IS 1BM, HP Compag/NT server; HP 9000V Class | SFAPIN: HP DLCS: HP SFAPIN: HP HP, Sun e HPOOOO TG00 | Sun E3500 P2
balanced b Paricpation Management | Database Server, Compac|
network dispatcher Mainframe 05390 DL380 Server
HP UX V11— SFAPIN: HP-UX/Unix
SERVER/Mailboxing DLSS: Compag Alpha
HP-UX 11,0, Sun Solaris | SFA-PIN: HP-UX/Unix
HP-UX 110, Solaris HPIUX 102, MS NT 40 1BM CMOS stem : OpenVMS 7.2, | HP-UX 11.0, Solaris 8,
Operating System Solaris 8 Solaris 8 yet Linux MVS/ESA NT 4.0/0racle 92 1643360 Hpoo0| T 40 oM produc |5 VS Wndous NT S DLES KPUX 10, | it 5005 Corver, | race 547 HP-UXIUnx | HPIUX 110 Solaris 2.6 HPIUX
05/390 — Used for ' T 4.0, Oracle 7.0, M:
paricipant management SQL server 7.0 & 2000
Application Server BEA Weblogic BEAWeblogic | Viador PortalAllair | Cold Fusion » Compag Proliant 1850k Web Citix server na Websphere 3.5 SFAPIN: WebSphere Websphere Websphere 35 WebSphere | Viador Portal | Websphere Websphere
For the Envollment and
Web server Apache Apache BMHTTP server Apache » iS40 FAA Access -NTIIS V4.0 | 18M HTTP Server 1.3.12 | SPAPINIBMHTTP SeVer| gy 71p server | 18M HTTP server 1312 | 18M HTTP server [18M HTTP server| 18M HTTP server | 18M HTTP server
I For OSM - NTHIS va0,
interfaces
Yes. The Student Authenication Network (STAN)
project utizes systems that are on the Intemet i a|
firewall protected De-Miitarized Zone (D). Other systems sharting
nal systems uti Various ASP provider | Various ASP provider Receives mailing
External systems utizing one None Servers located in the DMZ are moniored to e . DPURS (il o SAIG authentcation are N N N SEAPIN web ste N None A A

6. Customer Care

laccess problems

7. Operations

DRAFT

password accounts locked, RACF revoked IDs,

most common problem

Page 7

firewalls.

Senvice Call
Gustomer Service Information Center, M.F
L epdesk o rus o rus samcracker Service | Jamcraker Service | SSOMET SIS | ystom manager, PiC (NCS Pearson) ROH Incorporated, VDC | Adrmin by SFA, Operations e PSWAN Technical | CB Call Cener &NCS | ¢ o peasor) | P1c (NCS Pearson) | a aseaty | P (uCS persony|CETE 1800-433 . .
ORNL Help Desk by CSC Support Customer Service 7327, Email at
in Schools Channel operated by NCS fa.customer.sup
Pearson CSRs A
Not available but reasonabie estimation would be 5% - FTP disconnects or
Percentage of calsrelated to Less than 1 percent | Less than 1 percent few 20%. Reported problems are forgotten passwords, *0% LOSS ofserveraccess| 5 pey ey na internal issues vith » A NiA
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Human Resources

Information for
Financial Aid

Institutional

Multiple Data Entry System/Central Processing

Ombudsman System

Postsecondary
Educational Participants

EDPUBS

students.gov

Student Aid Internet

SFAPIN

Portals.

Virtual Data Center

Future Systems

single Sign-on

ization 1
Modernizatior Professionals Assessment Model Gateway
Netsourced Netsourced
Guaranteed Agency | Applications: Applications: DMAS - clectronic
SFA - Single Sign-on €799 Financial Report | Jameracker Platform, | Jamcracker Platform, IFAP 1AM MDEICPS non-student octs PEPS SAIG / TIVWAN ©CB (eCampus-based | DLCS (Direct Loan | DLSS (DirectLoans | - pypey o g wep | FANACCESS ON | gipqorg poriay | FInancial Partners | - gy, gnig porgal voc submittal of audit
System) Consolidation System) | Servicing System) line rtal reports and financial
(Forms 2000) Perform.com, Saba | Perform.com, Saba statements
@29 ©9)
Costs to operate/administer ‘TaM contract with $169,000
access control processes $200K $200K Notidentiied celing for al OCTS ” » NA NA
appiication and Desk
and operations operations
Enroliment includec includec NIA NIA
Helpdesk includet includet A NIA
includec includec NIA NIA
Development includet includet A NIA
Maintenance includec includec NIA NIA
Only sys admin's in Only sys admin's in IP Address, Username and
inistratiy icati r . r . n %
Administrative authentication | FMS Oracle User | FMS Oracle User | 1. 20 el i | Jameracker's LDAP | IFAP Oracle DEMS | 1AM database Username and password matching password client (o server PEPS Database Portal and OSM Oracle Userame, Password | Username, Password | Username, Password Username, Schools Portal A NiA
repository repository authentication database Password Database
allowed these rights | allowed these rights match
User access the Case,
Account, and Activity work
environments. Users with FTP Transmissions of
thin client protocol can also studentaddataand |
create and attach various capabilties o track the e oot Fill Out FAFSA on the
work fles from non-resident wransmission. Users are Web, Spanish FAFSA on)
appiication/system
Data Entry, Inquiry, Editing, Processing, Production| applications to &-mail GA can view and update held accountable for accesses is limited to the the Web, Renewals
Complete audit trai of | Complete audittrai of . Iy, Ediing, 3 (Microsoit Outook 2000) for abiding by the Privacy Act FAFSA on the Web,
Transactions provided by system No of Student Loan Application.  User ID, Password data based on access class| data schools enter into thef A A NA
actions allactions Name, Date of Birth, Social Security Number, etc. transportto work locations and role ey send and recei FISAP. Such data has Corections FAFSA on
J g v + €| ihroughout the US. Any Tille IV aid data with their [ F/56C SRR €8 109 e Web, Student
information captured about logon. ISIR data, NSLI and mn'/c‘ummct N Access, Federal School
ne ient o nclude i, Drect Loan it ganieon oce Searcn
‘demographic data, history RFMS data, Campus
comments, resolution Based dats transmitted.
attachments, comment
fields can be transitied
lLegal actions and liabilities Yes, contract/SLA_ Yes, contract/SLA_ No 7 NIA NIA NIA
‘Audiors have reviewed
our partcipant
management system to
System Securiy ensure that users were
Yes, idenification, | - Yes, identification, - | \o - pegictration | SFA/ED Employee Application Security No resident information signed up properly and PIN authentication for
authentication and authentication ant requires FN, LN, access only; Case Database Security about previous sign-on that they are accessing Provide PIN before: Provide PIN before: access. E-signisa Provide PIN before:
'safeguards (o authenticate users provisioning controls | provisioning controls ! L LN, ' maintained to permit Y 9 PIN & TG# il None. A NiA
Organizaiion, Type, |  Management Physical Security the correct application submission submission Separate section after | submission
for Jamcracker and | for Jameracker and bypassing of logon
email address specific Securiy Clearances system based upon their the on-line FAFSA form
ch A ch A requirements.
Audit Software enroliment. Audit Security
P log can be
reviewed for failed login
Jes, Data is considered Yes, data s confidenial.
lUse of and protections for Privacy | Confidential and | Confidential and ConfidentiallProprietary . Data protected by
o o ettt v | o | e | Yes,convacuLA | Yes, conwacusLa No Confidenial Privacy Act and Confidential data Privacy and confdental | orerialoRTEey contdenta, roprietry, No Yes Yes o et Yes No No No
available to public
Type MA MA MA Gss MA MA Gss
Mission Cica imporiant Supporive Critcal imporiant Critcal importart imporiant Critcal Critcal Critcal imporiant Critcal
Information Sensiiviers
a T T T T T T T T T T T T
[integrit L L L L L M L ™M N N N ]
[Cavailabirty L T L L T H L ] L L L ]

DRAFT
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2
/& §
&/ S & el e o 5
; ; d"f’& V&éf‘\ S o /S S S S 525 | @ 3
SFA Single Sign-On ;fﬁ&@@%f@ o~ 59@ 6{@(4) & \@f{;@ fé?g0§§;§&:§q§ vf;‘f@ & £ g gl g 3
% S| 2 < 5
@6@&@& T TE & £
2
dentify - Username
Minimum length 2 |19 1]19] 6 3[1]s 3]s T[1]1[1]1]1][8]2 2 [ 48 [23[19 19][19[19] 6 [ 66 35
Maximum length 256] 0 | 8 [256] 19 7 8 [256] 8 7 256 20 | 256 | 256 256 | 20 | 20 | 8 |256] 8 | 32 8 [34] 9 9[ofo[8 o9 35
SFA-Pin Username . . . e [e e 8
EDNet Userame . 4
Other Username . e e e[ ° | e e[e e e [e e elelele . e [e e 26
Username - Syntax Rule Features
First Name Initials ol . . . . e [eTe ° e e . 12
Last Name . 0 . o [e e o e 0 0 14
Office Code . 5
GPEID . 2
SFA-PIN Username . . e [e e 7
Numeric Value . . . . . 6
Free-format o[ e . . . . o[ ° e 11
Two or more data elements . . v e e [e e 8
Gther . . . 3
- ord/PIN/Other
Minimum length 1]4]8 4|4 5[1]8]a 5 5[5[5[5[6[6]5[8]5]6 7]afa]afalal1]6]6 1 32
Maximum length 256] 6 | 8 [19] 615 8 [256] 8 | 6 8 4] 5] 5|5 1616|8886 86666616909 5 33
SFA- PIN . . . e [e e 8
Gther Password . . e [e[e[e e . s[e e e [e[e oo el . e 28
No Password . 2
~Password Syntex
Limited fifetime (days) 90 120 90 3013030 30 [30 [ 30 [ 3030 30 120 17
Gnlimited fifetime . . ° e . v e . . (e [ele e e
"Alpha/alphanumeric . e[ e e e . e[e e [e[ele e e el . [ e (e 2
Numeric Value . ° e 0 . e [e e
Previous password(s) stored . . . . o[ .
- General Rules
Guest account e e 3
Disable when inactive . o e e [e e . s[e e e[e[ee v e v e (e [ele e e 26
Multiple logons o e . . 2
Encryption of credentials e[ e e[ej[e[e[ele . s[e e [eele . o[ e e[e e ee 31
Username/Password Repository
GDBC database . e e . e[e[ee . . T[e e T
RACF . . .
Gnix_or NT Network v e
SFAPIN . . . e [e e
Directory v e
Oracle Financials ERP e [e e
Gther 0 0
User Data Collection
COD Enroliment
SAIG Agreement . . .
Direct Loan Enroliment . ° e
DMCS Enrollment .
Oracle Financials e [e e
Jamcracker Provisioning v e
SFA PIN Online Registration . . . e [e e
Gther Online Registration . e e P
Gther Offline . . 8
Mainframe . . . 4
VDC Mid-range . . . el e . 13
User Data Creation
Username creafion automated . . . . 7
User creates username . . . . . 5
System generated initial password . e [ele e 7
SFA PIN 0 . v e e [e e 9
Force to change initial password . . . . . . e[e e e . . . 18
[Common Data Elements
Last four digits SSN . . . . e e . e [ee . . . T
Name (FN, MI, and/or LN) . . e[ . . e [e e [e[e]e . . e 2
Telephone Number . . . . . e [e e . 1
SFA PIN Online Registration . . . e [e e
User Revocation
Average time before removal (hours) 1 1] 24 | 24 | | 24 1 1 72 [ 24 | | [24] | | [1 117 | [24] 1 241 [1[1[a]1] [1]1 327 24
Manually o] [elele [ [ele el | [e[e[e[e[e[e[o]o[e]e I Hl| 24 |
Automated [ I o[ | I I N N N N N A D I [e]e 4
umber of non-student users (000s) 10.0[ 4.0 [20.0[21.3] | | [o7] [3.0]3.0]10.0] | [ 0.3]20.0]20.0[20.0[12.0[12.0[ 5.0 [ 0.3 0.4 | o] | | | | [13.2] 186 | 20
jumber of student users (millions) 27.3] [27.3] | | | | | 1 [27.3]27.3[27.3]27.3]27.3[ 164 | 6
Ser oniine administration ° 0 ° 0 IO e [e e o e s e 18
Timeout . . . . . . ol e ol e ele|e ol e 24
Logout bution [ele [ellel [e . [ | [elelelelele] Te] . elelel o] 2 1
Concurrent sessions 0 ° e[ e (e e 0 0 0 0 17

Datacenter

imited by time 0 o o | o | e B
imited by ocation . . . 3
Dedicated Access . . . . O 10
VR Access . . . . . . 7
/eb access K . K . . . . . . . K K . . . o | o . . . . 33

VDC

30

Other

14

|
[infrastructure Hardware/OS

Page 9
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a

& S ¢ & 4 2

55 & LE S &S &/ /S el e o 5

N COPITU SIS VA DA A, HHEIR R

SFA Single Sign-On f:&@;%yb ygﬁfyﬁggf é’ﬁk Té\i\ &60‘29\9&;)& Oﬁ&@ﬁﬁf & éﬁé,v&\fcj&&@ & \v“‘f&f’ f&;}@ie‘;e‘;@*@f £ Qq;\f‘ié\e E % el s s

£ A €% $ &S T £/ 2= |2

7 Q&é‘\ 05 /oS 0(@@2@0 e ST :
HP (HP-UX) elel e O cfejejele]e e(ele O 0 e[e e e e]e] e 0 23
Sun (Solaris) 0 0 o e[ e e e O 0 0 11
Tntel (Windows NT/2K) ° [ e . . e[e[e[e 0 0 D ° e 12
Mainframe (MQ-Series, etc.) 0 0 . D 0 O 7
Other platform 0 . 2

[Application server
BEA Weblogic . . 2
IBM CICS . . 2
1BM CRS . 1
Websphere 0 0 0 e(e (e e e e e e i
Siebel . . . . 4
MS NT/Win2000/NET . . . . o | . O O 8
Other L D 2
\Webserver

MS 1IS . . . . . oo . . . . 11
1BM HTTP. . . . o | o[ e O O O O 11
Apache o | e D 3
iPlanet . O 2

6. Customer Care
L _Percentage of calls regardingaccess ][ | Joowl [ [ | | | | [ [ [ [ [ [ [ | [ | 16l | [2owla0l ] sl [ [ [ [ | | | linloowli27%] 1% ] 9 ]

7. Operations
JAutheniication Mechanism -

Confidential Data e[e|e[e|e|ee[e|e[e]e e|e(e[e[e]e e|e[e[e[ee ele[e e . e[ele e 31
|—_Privacy Act data |eJe[efef[ef[oeffefefefefefefefefefefe[e[] | [e]e[oeJef[oe[e] [ [efe] [ Te] [eflefeTe] [ [ | [ [ [s0] I 1|
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SYSTEM Financial Special
SYSTEM OWNER  |Students Schools Partners Interest ED/SFA Staff and Constractors
Trade
Financial President's Lenders & |Secondary (Guaranty |Servicing i Higher ED |Contract/
Students  |Parents Aid Staff  |Bursar Registrar  |Office ervicer Markets g Agency Congress |s SFA Staff |ED Staff Authorities |OP Staff
GAPS ED/CFO . . [
Financial Partners Financial ° . . . ° ° o o
Datamart Partners
CPS Students . . . . L] L] L] L] . . . .
cobp Schools . . . . . . . . . .
NSLDS-FAP Schools . . . . . . . .
NSLDS-Student Students . .
CFO Datamart CFO . . . [
FMsS CFO . . [ [
FMS - e799 CFO . . . . [ [ [ [
FMS - GAFR CFO . . [ [ [ [
EDNET ED/CIO . . . .
EDPUBS ED/CIO . . . . . . . . . . . . . .
Financial Partners Financial ° ° N N
Portal Partners
Consistent Answers| Schools . . . . . . [ [ [ [ . . . .
DLOS-FAPs Schools L] L] L] . . . . .
E-App Schools . . . . . . . .
eCampus Based Schools L] L] L] . o . . .
ED-Express Schools L] L] L] . . . . .
ERM Schools L] L] L] . . . . .
FAA Access On-line|  Schools . . . .
IAM Schools L] . . .
IFAP Schools . . . . . . . .
ocTs Schools . . . . . . . .
Pel/RFMS Schools . . L] L] L] L] L] L] L] L] . . . .
PEPS Schools L] . . . . . . .
SAIG / TIVWAN Schools L] . . . L] L] L] L] . . . .
Schools Portal Schools . . . .
Credit
. . . . . . . .
Datamart Students
Delinquent Loans Students . 3 3 3 . . . .
Datamart
DLCS - Non Students . . . . . . . .
Student
DLCS - Student Students . . . . . .
. . . . . . . . . .
DLSS - eServicing Students
DLSS - Non- Students . . . . . . . .
Student
DLSS - Student Students . .
pMmcs Students L] . L] L] . . . .
FAFSA onthe web |  Students . . . . . .
FFEL Students . . . . . . . .
MDE/CPS non- Students . . . . . . . . . . . .
student
Students Portal Students . .
HR Modemization clo . . . . . . . .

PAGE 11
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[CREDENTIALS
offceof | OPEO* | peilip, school | SSN* | sugent
O Login |CPS UserlD |pLCS login D] DL Login 1D | pLSS Login| | PLSS | DMCSIFFEL | EDNet user | EDNetuser | EDNet user | EDNetuser | ¢o FPPortal | GAPS 1AM IFAP | Jamcracker| o | NSLDS | OCTS |Posisecondary| (io . | TG peps | ool | Firstwo | Firstiwo | S0
Username | Username D D Username | Usemame | Usemame | Userid | Userame | Usemame |  Userid Userid |Username| Education ID (TIVWAN)|Usernam letters LN | letters LN
SYSTEM (opeiDy |'dentication| (UTTER username| %75 LN | 98 PN sernam
SYSTEM OWNER number)
cop cps DLCS DLOS DLSS oiss | owosrreL| (CFO oM Del Loan - ERM FMS | FPPoral [ GAPS 1AM IFAP | Jameracker NSLDS | OCTS RemMs | peps | School SFAPIN| Student
Datamart | Datamart | Datamart | Datamart | SFA PIN None Na. None Portal | SFAPIN | and TG | Portal
Password | Password | Password | Password | Password | Password | Password Password | Password | Password | Password | Password | Password | Password Password | Password Password | Password
Password | Password | Password | Password Password number | Password
GAPS ED-CFO L]
Financial Partners | Financial °
Datamart Partners
cps Students [ ]
cop Schools L]
NSLDS-FAP Schools [ ]
NSLDS-Student | Students [
CFO Datamart cFo L]
FMS cFo L]
FMS - €799 cFo L]
FMS - GAFR cFo L]
HR Modernization co [ ]
EDNET EDICIO
EDPUBS EDICIO [ ]
Financial Partners | Financial °
Portal Partners
Consistent
nonere Schools [ ]
DLOS-FAPS Schools L]
E-App Schools [ )
eCampus Based Schools [ ]
ED-Express Schools
ERM Schools [ ]
FAAAGcessOn- | g o °
line
1am Schools [ ]
IFAP Schools L]
ocTs Schools [ ]
PellRFMS Schools [ ]
PEPS Schools L]
SAIG/TIVWAN |  Schools L]
Schools Portal Schools L]
Credit Management]
Do Students [ ]
Delinquent Loans
aamart Students L]
DLCS - Non
Sudent Students L]
DLCS - Student | Students L]
DLSS - eSenvicing | 4" d
DLSS - Non-
Sudent Students L]
DLSS - Student | Students L]
Ve Students [ ]
FAFSAontheweb| —Students L]
FFEL Students [ ]
MDE/CPS non-
P Students [ ]
Students Portal | Students [
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Financial Special
Students Schools Partners Interest ED/SFA Staff and Constractors
CREDENTIAL Students (Pre-, Trade-
Post-, Financial President's Lenders & |Secondary [Guaranty |Servicing Association Higher ED |Contract/
Attending) Parents Aid Staff Bursar Registrar__|Office Servicers _[Markets Agencies _|Agency Congress _|s SFA Staff _|ED Staff Authorities |OP Staff
GAPS
Userid GAPS Password [ J [ J [ J [ J
EDNet FP Datamart
user ID Password ot ot ot ot
CPS
UserlD CPS Password [ ] [ ] [ ] [ ] [ J [ J [ J [ J [ J [ J [ J [ J
CcoD
Login COD Password o [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ]
’:‘JSSZE:‘? NSLDS Password [ ] [ ] [ ] [ ] [ J [ J [ J [ J
SSN + SFA-PIN and TG
First two number hd hd hd hd d d d d hd hd hd hd
DLCS
login ID DLCS Password [ ] [ ] [ ] [ ] [ J [ J [ J [ J
DLO Login|
D DLOS Password [ ] [ ] [ ] [ ] [ J [ J [ J [ J [ J [ J [ J [ J
DLSS
Login DLSS Password [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ J [ J [ J [ J [ J [ J [ J
DLSS
Username| PSS Password [ ] [ ] [ ] [ ] [ ] [ J [ J [ J [ J [ J
DMCS/FF DMCS/FFEL
EL Password ot ot ot ot ot ot ot ot
EDNet CFO Datamart
user ID Password ot ot ot ot
EDNet CM Datamart
user ID Password ot ot ot ot ot ot ot ot
EDNet | Del Loan Datamart
user ID Password ot ot ot ot ot ot ot ot
SSN SFAPIN [ J [ J [ [ [ [ [ [ [ [
ERM
Username ERM Password [ ] [ ] [ ] [ ] [ J [ J [ J [ J
FMS
Username FMS Password [ ] [ ] [ ] [ ] [ J [ J [ J [ J
FP Portal
Username FP Portal Password| [ ] [ J [ J [ J
1AM IAM Password
Username
IFAP
Username IFAP Password [ ] [ J [ J [ J
Jamcrack Jamcracker
er Userid Password ot ot ot ot
None None
OCTS
Username OCTS Password [ ] [ ] [ ] [ ] [ J [ J [ J [ J
Office of
Postsecon N.a. [ ] [ [ [ [ [ [ [ [ [ [ [ [ [
OP.E”LD * None [ ] [ ] [ ] [ ] [ J [ J [ J [ J
PeliD. | RFMS Password ° ° ° ° ° ° ° ° ° ° ° ° ° °
PEPS
Username PEPS Password [ ] [ ] [ ] [ ] [ J [ J [ J [ J
School
School Portal
Portal Password [ ] [ ] [ ] [ ]
Username
SSN +
Firet two SFA-PIN [ J [ J [ J [ J [ J [ J [ J [ J [ J [ J [ J [ J [ J [ J
Student Student Portal
Portal Password e d
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